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Reinventing data protection involves the integration of public 
networks, sophisticated data compression and encryption, assured 
synchronization techniques and storage offered as a service. 
 
 
Introduction 
Despite the remarkable improvement in computer equipment reliability, many IT 
executives may be unaware how vulnerable their systems are to unplanned downtime 
and problematic recovery. Several factors contribute to a false sense of security: 
 
· Tapes cartridges with short functional lives 
Many IT people may be unaware of the life expectancy of their backup tapes. Depending 
on the type of tape media, most tapes have an ideal shelf life of 3–4 years. However, if 
under constant use these same tapes may have a working life of only 1–2 years. This 
means you could be saving critical data to a tape cartridge that can no longer save data. 
 
· Backup tape media is fragile 
Backup tapes are fragile and don't take well to shock or extreme climates. A tape could 
become unreadable after a few hours of sitting in the rain or extreme heat, and it might 
be completely useless if it fell out of a truck at 40 mph. 
 
· Tape drives ware out  
As the price of servers has fallen, so has the cost of the tape drives themselves. It is fair 
to say that almost all servers today are made so that the tape media is in direct contact 
with the delicate tape drive read/write head. The backup tape media that rubs across the 
read/write head is just like sandpaper rubbing against balsa wood — the media will 
generally wear out the read/write in head in 3–5 years. This can prevent saving critical 
data to a backup tape whenever the read/write head is not consistently or correctly 
writing to tape. 
 
· Tapes are often misplaced or mislabeled  
The list of companies reporting lost backup tapes includes blue-chip names like Bank of 
America, Citibank, Marriott and Time Warner. Incredibly, any career IT person will tell 
you that companies have been losing tapes for years. Here’s another thing about tapes: 
They are virtually anonymous. Tapes generally have two identifiers on them, a bar code 
and serial number, neither of which is useful for identification. In other words, tapes don’t 
come with labels on them that say, “Customer credit card numbers from Acme Bank.” 
Even if you knew where they came from, you still would have no idea what data they 
contained. 
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· Recovery strategies are out -of-date or undocumented  
The data on tapes also depends upon backup operations. Some backups (“full 
backups”) capture all the data in a system, but most backups only capture data that has 
changed since the last backup (“incremental backups.”) Most shops do one full backup 
per week while protecting daily changes with incremental backups. These backup 
processes mean you’d be far more likely to find tapes from an “incremental” than from a 
“full” backup run. Incremental backup tapes would have pieces of data that would be 
difficult to understand without access to the actual system. Even if you knew how to read 
this data, tapes wouldn’t contain the “millions of personal records” we read about in the 
papers. So, if your procedure is out-of-date, undocumented or untested, there is a VERY 
high likelihood you may not recover from your tape backup — certainly not easily. And if 
you recover all, the recovery process may take weeks. 
 
· There’s more data to manage with fewer IT resources  
The sheer volume of data to be saved has grown enormously since 2000, driven by a 
combination of email, eBusiness, document imaging and the tendency to save every 
transaction for future analysis. It is commonplace to protect 100 GB+, and 2–10 
terabytes of backup is becoming more common. Industry studies track growth in data 
volumes at the rate of 25% per year. More IT executives are challenged to save the 
growing volume of data within shrinking backup windows. In short, for many, a complete 
backup cannot be accomplished in 2–3 hours. 
 
· Data storage is decentralized 
As servers and desktop computers proliferate in the workplace, more critical data is 
dispersed on various devices, which makes timely saves-and-restores more complex — 
even with powerful backup software like Veritas or Tivoli. 
 
· Computing topographies are generally more complex 
The increased number and complexity of applications makes a backup and recovery 
strategy complicated. More complex recovery strategies require the planning of the 
proper sequence of backup tapes to restore a system to its original working condition — 
often due to unplanned downtime to support a user at a remote location. At best, this 
process may take 28–48 hours. 
 
· Faster recovery times are mandated . 
The increased user and customer dependency on applications, as well as added 
demands of government agency compliance, adds pressure to recover in a matter of 
hours if not minutes.  Recovery times of 2–4+ days therefore become less acceptable. 
 
 
In sum, a major culprit in this vulnerability is un merited reliance 
on traditional tape backup  
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An Introduction to Electronic Vaulting and Vault400  
 
It’s quite possible that your business has outgrown tape. It is also possible that High 
Availability is too much of a commitment for you given the fact that you can tolerate a 
small amount of downtime with relatively little pain and suffering. There seems to be a 
buzz surrounding technologies that facilitate mirrored systems these days but in reality, 
less than 20% of the IBM i user space is presently using HA technology. 
 
Electronic 
vaulting fits 
between tape 
backup and 
disk mirroring. 
Electronic 
vaulting 
involves 
moving data 
from a primary 
site to a 
separate secure facility over a network. Replication software is used on both sides and 
periodic snapshots are bundled up, compressed and moved across the pipe to the target 
backup processor.  
 
Foremost among electronic vaulting’s virtues is the fact that it’s relatively inexpensive. 
Compared to other topographies for rapid recovery that involve the acquisition of 
additional hardware, software, facilities and staff, the notion of electronically transferring 
periodic updates to a remote managed data storage facility is much less expensive. 
 
Vault400, a electronic vaulting or disk-to-disk backup solution from United Computer 
Group offers several features that make it a very reliable and cost effective electronic 
vaulting option. 
 
Saving Changed Data Minimizes Backup Time  
VAULT400 incorporates an innovative “Delta” technology. This technology minimizes the 
amount of data that needs to be sent offsite, while achieving the equivalent of a full 
backup every time. At scheduled intervals, the Agent analyzes the data file changes that 
occurred since the previous backup, including changes to all native objects, DB2 
databases, IFS data and system data. By leveraging Delta technology, the iSeries Agent 
is able to significantly reduce backup times compared with traditional tape-based 
solutions. 
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Compre ssion Shrinks Amount to Send Off-Site Data Vault an d Transfer 
Time  
Next, the native saved changes are compressed so less data needs to be transferred to 
the remote offsite vault. Further, backups can be configured in parallel streams to allow 
better utilization of system resources, resulting in faster backup times. Parallelization can 
also be achieved on restore, allowing faster restore times when compared twin 
traditional tape-based offsite backup solutions. 
 
Encryption Protects Critical Data Transferred, Vaul ted and Retrieved 
Finally, VAULT400 features over-the-wire encryption capabilities for increased security. 
This helps to ensure that your critical data is safe as it is transmitted and stored. Quite 
simply, VAULT400 dramatically reduces the time required to perform the backup. It 
compresses the unique changes that are saved, and immediately transmits the data to 
an offsite secure data vault for recovery or testing. 
 
VAULT400 is really very straightforward. It is an online data backup and disaster 

recovery system for the IBM 
System i (iSeries/AS400) and 
most other platforms, 
including Intel (Windows), 
UNIX and Linux. VAULT400 
can cost about 70 to 80% 
LESS than typical High 
Availability applications and 
can provide long term data 
retentions that are available 
online, around the clock, all 
year long. Its design is safe 
and secure as well as 
brilliantly conceived to protect 
your critical data. 

 
 
How VAULT400 Addresses Backup Challenges 
VAULT400 addresses data backup and storage in volumes ranging from 10GB to 
100TB+ for the IBM i, Windows, and virtually all other platforms and applications. 
VAULT400 focuses on providing you the best data integrity and security. 
 
Disk-to-disk to remote secure data vaults provide access to files, programs or your entire 
system. 
 
 
 

VAULT400 IBM i Agent 
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Affordable Configuration Options Include: 
SaaS — VAULT400 Software as a Service (SaaS) is a managed service best positioned 
to protect data from 10GB to 500GB. VAULT400 SaaS is a managed secure online 
backup and disaster recovery solution. Your data is encrypted and compressed offsite at 
two of our secure data centers. Add extra DR protection with our optional hardware 
disaster recovery options of 24-hr, 12-hr DR or 1-hr HA. 
 
Plug-n-Protect (appliance) — Plug-n-Protect is an all-in-one backup and recovery 
appliance for fast and economical deployment of a complete data protection solution. 
Consists of pre–configured hardware and storage, plus a complete suite of VAULT400 
software. Protecting your data from 250GB to 100TB+. 
 
Software Licensing — Manage and control multiple vaults by licensing the patented 
award winner technology. Software licensing is best suited for the enterprise with 250GB 
to 100TB+ of data. 
 
VAULT400 services are with you from setup, deployment, and continued maintenance. 
 
*noMax (HA solutions) — VAULT400 has a strategic alliance with Maximum Availability 
to provide affordable high availability (HA) software. The flexibility of *noMax HA 
software suite provides tailored solutions for small and mid-size businesses, as well as 
large enterprise clients. 
 

 
Strategic Business Benefits 

· Integrated solutions 
for full system restores 

· Automate backup and 
restore processes 

· Minimize or eliminate 
downtime 

· Solidify business 
continuity for your 
mission critical data 

· Increase security 
· Conform to 

regulations 
 

 
 
 
 
 

 
VAULT400 Windows Agent 
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Operational Benefits 
· Manage data growth (scalable) 
· Reduce IT staff time 
· High availability 
· Reduce points of failure 
· Increase reliability 

 
Financial Benefits 

· Meet recovery timeframes 
· Reduce data exposure 
· Eliminate costly downtime expenses and business loss 
· Minimize capital expenditures 
· Reduce infrastructure costs 
· Ensure business continuity 
· Reduce IT staff time 
· Comparative operating expenses or saving 

 
Since 1997, over 20,000 end users have chosen and t rusted this technology, with 
over 98% satisfaction. 
 
Here’s what customers say: 
“ The bottom line: Less downtime. Less effort, More piece of mind.” 
ML, Corrpro 

 
“The only solution that supports our JD Edwards-based system and runs on an IBM 
iSeries server as well as other platforms.” 
RH, Director of Information Systems, CJ 

 
“All things considered, it has been an effortless move to a smarter way of providing a 
more secure backup facility for the Bank.” 
JB, NSB 

 
“Your service provides immediate file recovery, which is critical for keeping our business 
running smoothly.” 
Information Systems Administrator, AAGCFLCA 

 
“Your solution enabled us to leverage our existing infrastructure to get data offsite 
quickly without an elaborate staging process. We have been able to eliminate the time 
previously spent on tape management and minimize the inherent administrative errors.” 
MH, PM 
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Summary 
 
VAULT400-based technology is broadly accepted  
Explosive data growth, IT consolidation, distributed environments, security challenges, 
employee demands, and compliance. You need experts you can trust. 
 
Whether it’s high availability for rapid recovery, email and instant messaging 
monitoring and archiving for regulatory compliance, or the simplicity and flexibility 
of centralized or online backup, we have the right solution for companies 
that are serious about protecting business-critical data. 
 
Don’t wait and gamble. You may be vulnerable to excessive downtime. With 
VAULT400’s low cost and superior technology, you can protect your business 
from unexpected downtime. We will work with you on your business issues and 
plans to determine the best solution for your business. 
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